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Hawks detain fake passport syndicate 
kingpin in Home Affairs sting
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Twenty-nine suspects —
including the leader of a ring 
selling fraudulent passport 
documents — are expected 
to appear in court on 
Monday, after they were 
apprehended during a 
takedown operation at the 
Krugersdorp Home Affairs on 
Thursday evening.

Daily Maverick 22 March 2022

There are numerous fake ID factories like this all over SA.  What does 
this mean for retirement funds?



What is identity theft?

The unlawful use of someone else’s personal information

For example

• ID / Passport / Driver’s licence

• death certificate 

• marriage certificate 

• letters of executorship 

• salary advice

• municipal bill 

• bank statements

• Login details  - username  / password

Organised
Crime



What syndicates do with this info

Fraudulent ID factories create authentic looking docs to

• Open new retail or credit card accounts

• Submit false claims/redemptions re

Investments

retirement funds

insurance

medical aid 

• Impersonate you and attempt to 
transact on your accounts

• Open companies in your name on CIPC

• Change bank accounts 

• Receive tax refunds/redemptions payments



Data sources exploited in identity theft?

• Hacking of g-mail accounts

• CIPC

• DEEDS

• Natis

• Credit checks 

Case study example

• Unidentified 3rd party crime

• Syndicate hacks gmail account of client.  

• Issues fraudulent request – usually with a request to pay into a new bank 
account. Funds are paid into a fraudulent account.  Key step in the process 
is to verify the request with the customer.  In this case a broker was the 
intermediary.  The big question always – where did the compromise take 
place.  In this case customers wife clicked on a malicious url which gave 
access to the syndicate.  The administrator was not at fault but agreed to 
pay a portion – goodwill –ex gratia payment.

• Teri will address the insurers position  



Retirement fund frauds

• Retirement funds are becoming targets for cybercriminals. 

• It is especially incumbent upon administrators of funds to 
ensure that they have safeguards in place to avoid fraudulent 
activity and client identity theft.

• They need to be particularly vigilant when there are requests 
to change beneficiary banking details when redeeming funds. 

• ALWAYS ENSURE THAT YOU ARE TALKING TO THE CLIENT and 
not an impostor

• Validate account ownership wherever possible.
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attacks on individuals that PLA members should be 
alive to 
• Identity theft - where criminals obtain information about you to convince a 

bank a fund or a customer service representative that they are the client.

• Phishing: where criminals attempt to trick unsuspecting individuals into 
clicking on a malicious URL or e-mail attachment to steal their login details 
which they can then use to gain unauthorized access to the victims' financial 
accounts.

• Vishing – when a fraudster phones a victim posing as a bank official or 
service provider and uses social engineering skills to manipulate them into 
disclosing confidential information

• Smishing - short for SMS Phishing, is where criminals send an SMS often 
purporting to be from your bank requesting your personal or financial 
information such as your account or PIN number

• Pharming is a cyber attack intended to redirect a website's traffic to another, 
fake site. Pharming can be conducted either by changing the hosts file on a 
victim's computer or by exploitation of a vulnerability in DNS server 
software.

• Ransomware - where a hacker encrypts files on your computer. The only way 
to get the files back is to pay the hijacker in crypto currency, like Bitcoin.

8



9

The attacker secretly relays and possibly alters the communications between two 
parties who believe that they are directly communicating with each other. 
Fraudsters use hacked email accounts to convince businesses or individuals to 
make payments that are either bogus or similar to actual payments owed to 
legitimate companies

man in the middle (MITM) or business email 

compromise   



Change of bank account fraud

• This is a form of corporate identity theft

• Invoices intercepted in the mail 

• Details are cloned 

• NEW BANK ACCOUNT DETAILS are inserted

• Everything else looks identical and legitimate

• What are the clues to cloned invoices?

1. Changed bank account
2. Cell no.
3. E-mail - gmail



1. client discovered that someone had stolen her identity and fraudulently taken distribution of your 401(K) Savings plan administered

offshore.

2. A gross amount of US$ 751,430.538 (approximately R11,647,165) had been fraudulently distributed from her retirement fund to an

individual with a Las Vegas address who impersonated her identity to the Fund’s Benefits Centre. The final amount paid out to the

fraudsters, after 20% Federal Withholding tax, was US$ 601,144.42 (approximately R9,317,738).

3. The fraudsters committed this fraud by changing the client’s personal information (including her email, phone number and address).

Her name, address and US social security number were used as evidence of their identity.

4. The administrator informed the client that the fraudsters first contacted the Benefit Centre in Jan 2020 using her name, United States

Social Security number and South African physical address, and requested to update the address on file. A temporary personal

identification number (PIN) addressed to her South African physical address was sent by regular mail as a security precaution. The

fraudsters provided a Las Vegas address, but a South African mobile number as contact and a variation of her email to the fund’s

Benefits Centre.

5. The fraudsters intercepted the mailed temporary PIN and managed to setup a permanent PIN via an automated call centre system

which allowed them to change all of the client’s details to the fraudulent details (email address, mobile number, and the address of the

account to a Las Vegas physical address). The IP address used to make these fraudulent changes was from South Africa.

6. On 17 March 2020, a disbursement of the client’s 401(K) plan was requested via the Company’s Benefit Centre. The Benefit Centre

processed this request and they sent a cheque issued in the client’s name. A notification was then sent to the fraudulent addresses

updating the fraudsters (via regular post and email). The fraudsters cashed the cheque on 27 March 2020 in the United States at the

Las Vegas Sahara West Bank, a subsidiary of Bank of America

7. Th client previously heard voices coming from her computer suggesting it was hacked! This is how the syndicate accessed her info.

Case st2udy 4  Case study 2



Educate clients on steps they should take

1. Adopt a 2-Factor authentication. While it may add 15-30 seconds per 
login, this will provide an additional level of security to your accounts.

2. Update your password reset questions. They only need to be answers 
that you know or can remember. As an example, you can give the 
same answer (e.g., Smith) to every question such as mother’s maiden 
name, street you grew up on, best friend, etc. This makes it harder for 
someone to guess your answers.

3. Check your account on a regular basis. Just make sure your money is 
still there and ensure that your contact information is up-to-date. Also, 
don’t check your accounts on a public computer or at work. You’re 
more susceptible to hackers if you’re using a public wireless network.

4. Use unique passwords. Don’t use the same password for every site. In 
other words, using the same password for your 401(k), Netflix, wifi, 
AT&T, Facebook, etc. is an invitation for disaster.

5. Consider consolidating your accounts. When you leave an employer, 
consider moving that account to your new employer’s plan or rolling it 
over to an existing IRA provider. The fewer the accounts, the fewer 
opportunities to become a target.
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Cybersecurity and Cyber Resilience Requirements”

• On 15 December 2021, the Prudential Authority (PA) and Financial Sector Conduct Authority 
(FSCA) jointly published a proposed Joint Standard titled “Cybersecurity and Cyber Resilience 
Requirements” in terms of section 107 and 108(1) of the Financial Sector Regulation Act, 9 of 
2017. The objective of the Draft Joint Standard is to ensure that financial institutions have 
adequate cybersecurity and cyber resilience practices and processes.  It is proposed that the 
Draft Joint Standard will apply to the following financial institutions:

1. banks, branches of foreign institutions, branches of a bank and controlling companies as 
respectively defined in section 1 of the Banks Act 94 of 1990;

2. mutual banks registered under the Mutual Banks Act 24 of 1993;

3. insurers and controlling companies as defined under the Insurance Act 18 of 2017;

4. a market infrastructure as defined in the Financial Markets Act 19 of 2012;

5. managers of collective investment schemes licensed under the Collective Investment Scheme 
Control Act 45 of 2002;

6. a discretionary FSP as contemplated in the Code of Conduct for Administrative and 
Discretionary FSPS, 2003;

7. an administrative FSP as contemplated in the Code of Conduct for Administrative and 
Discretionary FSPS, 2003;

8. pension funds licensed under the Pensions Funds Act 24 of 1956; and

9. an over-the-counter (OTC) derivative provider as defined in the Financial Markets Act 
Regulations.
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Cyber resilience requirements 

Principle of proportionality

• The proposed requirements set out in the Draft Joint Standard facilitate 
proportional application by providing that the requirements must be 
implemented commensurate with the risk appetite, nature, size and complexity 
of a financial institution.

Cybersecurity governance rests with the governing body together with senior 
management

• Oversight and management of a financial institution’s cybersecurity strategy and 
framework will rest with the governing body of a financial institution. A 
governing body may delegate these responsibilities to a committee. Notably, 
governance of information security must be sufficiently segregated and 
independent to mitigate potential conflicts of interest.

• Governing bodies together with senior management must ensure that service 
level agreements are in place with third party cybersecurity service providers 
and that there is collaboration and engagement with relevant stakeholders (such 
as technical experts) to ensure cyber resilience in their framework.

Routine monitoring of cyber resilience and cyber frameworks

• A financial institution must assess its risk tolerances annually and regularly 
review policies, procedures and practices implemented to mitigate cyber 
threats. The Draft Joint Standard proposes a number of cyber resilience 
fundamentals that should be implemented by financial institutions.
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Some of the notable fundamentals are :

• critical IT asset identification and record-keeping;

• a security-by-design approach for application and system security;

• cryptographic key management practices;

• cyber incident detection, incident response and system recovery practices;

• situational awareness and training, penetration testing and vulnerability 
assessments; and

• scenario-based simulation exercises. 

Cybersecurity hygiene practices such as multi-factor authentication (MFA), malware 
protection and regulatory reporting

• The Draft Joint Standard focuses on access management and proposes that 
financial institutions have password policies, MFA applied on all administrative 
accounts, network perimeter defence protocols and malware protection 
measures in line with industry standards.

• Unless a reporting obligation exists in another financial sector law, the Draft Joint 
Standard proposes a mandatory duty on financial institutions to report any cyber 
incident, material systems failure, malfunction, delay or disruptive event within 
24 hours of the event being classified as ‘material’.
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conclusion

• ID theft and digital fraud are significant risks

• prevention is better than cure 

• be vigilant about change of bank account requests

• train people do be cautious about clicking on 
malicious links and warn staff  about sharing too 
much on social media   

• always ensure that you are dealing with the genuine 
customer 

• perform Cyberfraud Control Risk Assessment get 
ahead of he new requirements  

©2009 S Powell
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